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Configuring Provisioning for Plumm

This guide outlines the necessary steps to efficiently set up provisioning for Plumm
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Features
Provisioning incorporates the following key functionalities:

1. Push New Users — Creation of new users via Okta will replicate in the Plumm
application

2. Push Profile Updates — Modifications to a user’s profile via Okta will synchronise
with the Plumm application

3. Push User Deactivation — Disabling a user’s access via Okta will deactivate the
corresponding user in Plumm (Deactivation in Plumm involves revoking login access
while retaining user information)

4. Reactivate Users — User accounts can be reactivated within the application

Requirements

Before continuing provisioning for Plumm, contact the Plumm support team to activate
this feature.
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Step-by-step configuration instructions
To commence, get in touch with the Plumm Support Team and specify
preferences for Okta login and user provisioning

1. Click on “Applications” in the left menu
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2. Search and select the Plumm app from the app catalog
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3. Click on “Add Integration”
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5. Go to the “Provisioning” tab and choose
“Configure API Integration”

Plumm
Active * - View Logs Monitor Imports
General Sign On Provisioning Import Assignments

Settings

Integration
Plumm: Configuration Guide

Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Plumm

Contact partner support: nabil@plummhealth.com, ramiz@plummhealth.com

Provisioning is not enabled

Enable provisioning to automate Plumm user account creation,
deactivation, and updates.

Configure API Integration

6. Enable the provisioning features by
checking the corresponding box

Plumm

Active ~ - View Log Monitor Irr r
General  SignOn  Provisioning  Import  Assignments

Settings

Integration

Plumm: Configuration Guide
Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Plumm

Contact partner support: nabil@plummhealth.com, ramiz@plummhealth.com

Cancel

Enable API integration

71-75 Shelton Street, Covent Garden, London, WC2H 9JQ, United Kingdom @plummitd

Plumm Ltd. Company No: 11034943 m
www.plummhealth.com


http://www.plummhealth.com/

Human-centric mental health

and HR solutions that

7. Enter the provided API Token and click “Test API Credentials” (If successful, a
verification message will appear at the top of the screen
Plumm Api Token:- ph_Secret_key_)P(0*17u6y5t

Settings
Integration
Plumm: Configuration Guide
Provisioning Certification: Okta Verified
This provisioning integration is partner-buiit by Plumm
Contact partner support: nabil@plummheaith.com, ramiz@plummheaith.com
Cancel
v Enable API integration
AP! Token sessssesssssistttssitneee
Test API Credentials
—
1tegration

Plumm: Configuration Guide
Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Plumm

Contact partner support: nabil@plummhealth.com, ramiz@plummhealth.com

Cancel

n Plumm was verified successfully!

Enable AP integration

API Token

ssssssssssssssssssscssnee

Test API Credentials
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9. On the left panel, select “To App” and opt for
“All Provisioning Features”

General Sign On Provisioning Import Assignments

Settings

o okta - =

To Okta

Integration
Provisioning to App Cancel
Create Users Enable
Creates or links a user in Plumm when assigning the app to a user in Okta
The default username used to create accounts is set to Okta username.
Update User Attributes Enable

Okta updates a user’s attributes in Plumm when the app is assigned. Future attribute changes made to the Okta user

profile will automatically overwrite the corresponding attribute value in Plumm.

Deactivate Users

Deactivates a user's Plumm account when it is unassigned in Okta or their Okta account is deactivated. Accounts

Aan Ra rAaAtiumtad if tha ann ie rasrsinnad $a 4 Linar in Obta

10. Save the changes

11. Specify “Email” as the application username format in the Okta sign-on
application tab

Credentials Details

Application username format Email G

Update application username on Create and update -

Password reveal Allow users to securely see their password
(Recommended)

Password reveal is disabled, since this app is
using SAML with no password.
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12. Click “Actions” and then select “View IdP metadata”

Update application username on Create only

Password reveal Allow users to secur

SAML Signing Certificates |

SAML Setup
Single Sign On using SAM
Generate new certificate

work until you configure

trust Okta as an IdP.
Type Created Expires Status Actions

(2 View SAML setup i
SHA-2 Today Aug 2032 Active Actions *
Download certificate
User authentication tait

13. Save the file as an XML Document and send
it to the Plumm team for confirmation

@ tial-7659044 okta.com kTvwhival et ssofsami/metadat % i

This XML fille does not appear to have any style information associated with it. The document tree is shown below

nd:Entit ript Oasisinames:te:SANL:2.0:metadata” entit hetp:/ kta. com/exkivwhivalrie
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Troubleshooting Tips

e Activating Okta provisioning in Plumm initially requires contacting Plumm Support.
Reach out to your customer success manager for queries during configuration

¢ Note: Plumm doesn’t support alterations to usernames or email addresses

e When users are deactivated in Okta, they will also be deactivated in Plumm. Their
data remains available as an ‘inactive user’. Contact your customer success
manager for permanent deletion of user data

Error Troubleshooting
If you’re experiencing issues while adding or removing users from the platform, please
follow these steps to identify the error causing the failure of these actions

Step 1: Navigate to the main navigation, select “Applications”, and click on it

$¥ okta

Dashboard
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Step 2: On the applications page, locate and click on “Plumm:

Applications o

Developer Edition provides a limited number of apps.

Deactivate unused apps or check out our f Contact us to find a plan that is right for your organization.

Create App Integration Browse App Catalog Assign Users to App More *

STATUS @

ACTIVE

INACTIVE @
= o
. o
. o

’

Step 3: Once redirected to the Plumm application screen, click on ‘View Logs
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Step 4: Withing the System Log page, use the search bar to look for ‘Failure’

System Log

Search

Count of events over time

Step 5: The system will display records of failed ‘Event Information’

Count of events over time
i I
Events: § u v 4. Download CSV
Time Actor Event Info Targets
o
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